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This background guide has been adopted and reformed from the London International Model 
United Nations 2018  background guide for the Special Political and Decolonisation Committee 

(SPECPOL).   
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Letter from the Secretariat 

Delegates, 

Welcome to the background guides for MiniMUN 2018! Whether it is your first 

or third Model United Nations conference, it is our hope at MiniMUN that you will 

continue to further expand your knowledge of MUN, world issues, and the UN itself.  

The purpose of this background guide is to introduce the committee and the 

topic, as well as help you write your position paper. Details on position paper and 

submission are available under the Position Paper tab on our website: 

http://chsminimun.weebly.com/position-papers.html 

The topics and committees were chosen to reflect the problems that our world 

leaders face.As a delegate, you will be stepping into the role of world leaders. You will 

take on perspectives different from your own, and you will push for what your country 

believes to be right.  

We have diligently worked to make this year’s topics even more captivating and 

advanced than previous years. If at any time, you are having trouble understanding the 

background guide, finding information on the topic, or writing your position paper, 

please contact your chairs for help. They are more than willing to assist you to make 

MiniMUN a productive and engaging conference! 

We are very excited to see you at MiniMUN 2018! 

Christine Pang and Curran Myers 

Secretary-General and Director-General, MiniMUN 2018 
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Description of Committee 

The Special Political and Decolonization Committee (SPECPOL) is a committee 

that deals with a variety of issues including but not limited to decolonization, 

peacekeeping, human rights, outer space, and atomic radiation. When the fourth 

committee was first created, it was designed to regulate the trusteeship system, 

handle decolonization issues, and deal with other security issues that the first 

committee, wasn’t able to handle; however, after the dismantling of the trusteeship 

system, the committee merged with the Special Political committee to create what we 

now know as SPECPOL. Although SPECPOL’s resolutions aren’t binding, the 

committee still plays an influential role in the international sphere, as the opinions 

and views of the committees are always representative of a majority of countries.  

SPECPOL: http://www.caimun.ca/specpol.php 
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The Global Right to Privacy 
 
Introduction  
 

The debate on the right to privacy is a matter of balancing safety and privacy. 
From a global standpoint, it is necessary to know that member states, nuclear powers 
in particular, are being watched for developments in weapons and invasions on other 
states. However, on the other hand, those member states cannot let other states spy on 
them and they must protect their private information. One of the most difficult 
aspects of the debate is defining what exactly the right to privacy means, when it 
applies, and how to differentiate the types of surveillance.  

Privacy is stated as a universal human right so the debate lies upon the degrees 
of privacy and what can or cannot be monitored. One of the largest issues stems from 
the rapid and significant advances that are constantly being made in communications 
and information technology. Social media has created a forum for individuals to share 
their private information with the public causing the internet to play a large role in 
blurring the lines between private and shared information. Instances of mass violence 
and attacks have been increasing, which has worried individuals and their 
governments. This is causing governments such as Germany and Ireland to favor the 
security of their citizens over their privacy, leading to controversy and questions of 
effectiveness. For the purpose of this committee, we will be discussing how to find a 
balance between allowing each member state’s citizens to feel like they are protected 
without feeling like their rights are being infringed upon. This will look very different 
for each member state making state specific research very important to succeed in 
committee.  

 
 
Timeline of Events  
 
December 10, 1948 - The Universal Declaration of Human Rights was a milestone for 
the world when it laid out the common standards for all people and all nations. Article 
12 states that  
“No one shall be subjected to arbitrary interference with his privacy, family, home or 
correspondence, nor to attacks upon his honour and reputation. Everyone has the 
right to the protection of the law against such interference or attacks.” 
 
December 1966 - The United Nations General Assembly passed the International 
Covenant on Civil and Political Rights Resolution. Article 17 states that  
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“no one shall be subjected to arbitrary or unlawful interference with his privacy, 
family, home or correspondence, nor to unlawful attacks on his honour and 
reputation” and “everyone has the right to the protection of the law against such 
interference or attacks.” 
 
December 2013 - The General Assembly passed a resolution that called on all 
countries to “review their procedures, practices and legislation related to 
communications surveillance, interception and collection of personal data and 
emphasized the need for States to ensure the full and effective implementation of their 
obligations under international human rights law.  
 
March 2014 - The Human Rights Council held a panel discussion on the protection of 
the right to privacy in the digital age. This was regarding both domestic and 
international surveillance, monitoring digital communications, and the collection of 
personal data, including on a mass scale.  
 
October 2014 - The Special Rapporteur formally issued a disapproval of mass 
electronic surveillance to the United Nations General Assembly. He stated that the 
surveillance was a violation of basic privacy rights guaranteed by multiple treaties and 
conventions. The Rapporteur found that the difference between “targeted 
surveillance” and “mass surveillance” is the most important factor in the debate of the 
right to privacy. Targeted surveillance “depend[s] upon the existence of prior 
suspicion of the targeted individual or organization,” and mass surveillance allows 
“states with high levels of Internet penetration can [to] gain access to the telephone 
and email content of an effectively unlimited number of users and maintain an 
overview of Internet activity associated with particular website. All of this is possible 
without any prior suspicion related to a specific individual or organization.”  
 
July 2015 - The United Nations Human Rights Council appointed Joseph Cannataci to 
be the Special Rapporteur on the right to privacy. His purpose is to gather relevant 
information on international programs and practices, study trends, identify potential 
obstacles, promote best practices at all levels, raise awareness of the importance of 
privacy, promote an organized and coherent approach, submit an annual report, and 
report alleged violations.  
 
March 2017 - Special Rapporteur Cannataci reported to the United Nations to criticize 
current surveillance laws and he called for member states to respect privacy as a 
universal right. He went as far as to state that “there is little or no evidence to 
persuade me of either the efficacy or the proportionality of some of the extremely 
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intrusive measures that have been introduced by new surveillance laws in France, 
Germany, the UK and the USA.” To counter the argument that surveillance is necessary 
for safety he said member states need to “desist from playing the fear card, and 
improve security through proportionate and effective measures, not with unduly 
disproportionate privacy-intrusive laws” 
 
 
Current Issues  
 
There are many issues currently regarding privacy, especially how it relates to making 
a profit and what the government can have access to. Facebook more than other social 
media sites has recently come under fire for its lack of privacy for users. Facebook 
collects information on its users ranging from where they are from, where they shop, 
who they associate with, and much more, all the while keeping this information and 
creating targeted ads. It has recently been accused of tracking people’s locations all 
over the world without their knowledge. While one can delete their Facebook account, 
all of that private information is kept by Facebook leading to the questions: why do 
they still need it and what are they doing with it? While seeming to receive less 
criticism for it, Google has many of the same privacy practices as Facebook with whom 
users interact with, what businesses send users emails, users’ location, users’ credit 
card information, and more. However, Google has given its users more privacy 
settings and the options to turn off location tracking, voice searches, viewing of public 
profiles, and more. Apple appears to be one of the most privacy conscious 
conglomerates due to the nature of their sales. Facebook and Google make revenue 
mostly from advertising, but Apple makes most of its revenue from equipment sales, 
making it less important to sell users’ information.  

Individual member states have dealt with issues in regards to what their 
governments can ask of the company who owns the data. One example is when the FBI 
requested Apple to unlock the phone of the San Bernardino shooter, Syed Rizwan 
Farook. The United States Justice System believed that data on the phone would help 
the FBI identify others involved in the December 2, 2014 terrorist attack that killed 14 
and injured 22. Apple argued that: “compelling Apple to create software in this case 
will set a dangerous precedent for conscripting Apple and other technology companies 
to develop technology to do the government’s bidding in untold future criminal 
investigations. If the government can invoke the All Writs Act to compel Apple to 
create a special operating system that undermines important security measures on the 
iPhone, it could argue in future cases that the courts should compel Apple to create a 
version to track the location of suspects, or secretly use the iPhone’s microphone and 
camera to record sound and video.”  
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Another example is whether or not “always on” devices such as Google Home 
and Amazon Echo can have their information requested by the police. In late 2016, a 
man was found dead in his home and the prosecutors requested the recordings from 
his Amazon Echo to identify a suspect, but given the unique circumstances, there were 
no previous laws made surrounding these devices. Amazon has made it clear that it 
does not want its products used to spy on their customers and has gone as far as to say 
“we designed the Echo devices very intentionally to only listen when spoken to and 
also be incredibly conspicuous when it is listening.” This scenario also applies to 
vehicle audio systems and GPSs. A law professor at New York University has called on 
legislators to work to create public accountability laws that will control what 
information law enforcement can obtain from new technology.  

The European Parliament is seeking to pass legislation that will enforce 
“end-to-end encryption” across all online communication which will not allow 
hacking and government surveillance. This would include a ban on “backdoors” into 
messaging applications such as WhatsApp. An end-to-end encryption works by not 
allowing the service provider to have access to the information, eliminating the 
possibility of the company being hacked or having that information requested. Chat 
applications that use an end-to-end encryption include WhatsApp, Apple’s iMessage, 
Signal, and Threema. This would be done by amending Article Seven of the European 
Union’s Charter of Fundamental Rights adding online privacy as a right.  

Cybersecurity experts are warning legislators that this is not enough to truly 
protect all online information and telling them that there will always be some kind of 
backdoor. There has also been questions about whether or not the government should 
have a backdoor for emergencies and specific cases. However, protecting these 
applications that use an end-to-end encryption is being questioned after the 
Westminster, London attack that killed five people and injured 50 on March 22, 2017. 
The man found to be responsible for the attack, Khalid Masood, had used WhatsApp to 
communicate just minutes prior to the deadly attack. The government was never able 
to access what could have been relevant information and the Home Secretary of the 
United Kingdom, Amber Rudd, spoke out against these chat applications working as a 
“secret place for terrorists to communicate” and added that it was “absurd to have a 
situation where you can have terrorists talking to each other on a formal platform... 
and it can’t be accessed.”  

After mass sexual assaults on women in Cologne, Germany on New Year’s Eve of 
2015 and numerous civilian attacks throughout Germany in 2016, Interior Minister, 
Thomas de Maiziere, proposed a bill of security measures which greatly increased the 
number of public video surveillance. The German Bundestag released a statement 
saying: “The attack on the Christmas market at Breitscheidplatz in Berlin, as well as 
the attempted attack in Ansbach and the shooting spree in Munich in the summer, 
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have shown quite clearly: terrorists and offenders choose frequently crowded public 
areas for attacks to inflict the greatest possible damage. The Federal Government 
therefore wants to amend the regulation on video surveillance in the Federal Data 
Protection Act. The protection of life, health or freedom of people should be regarded 
as a ‘particularly important interest’ in video surveillance by private operators in 
publicly accessible areas.  

Data protection authorities are to take particular account of this legal 
assessment when examining video surveillance.” An expert on video surveillance from 
the University of Tubingen, Tobias Matzner, states that video surveillance may deter 
crimes such as car thefts, but will likely not deter terrorism because they typically will 
be run as suicide missions at which point being caught on camera does not matter. In 
fear of more violence and attacks, Germany is still moving forward with the video 
surveillance hoping that any extra precautions will help.  

As recently as May of 2017, China has been expanding its DNA database which 
has raised major privacy issues due to the lack of grounds required to build the 
database. China began collecting DNA in 1989 and has since accumulated the DNA of 
more than 40 million people which is approximately 2.9% of their population. While 
some countries maintain a similar database composed of DNA from convicted 
criminals, China’s database is aiming to include everyone regardless of valid grounds 
for suspicion. For reference, the United States has collected the DNA of approximately 
12.7 million criminals which is approximately 4% of the population. They have been 
targeting groups that are vulnerable and minorities by focusing on collecting the DNA 
of migrant workers, political dissidents, and ethnic or religious minorities (i.e. Muslim 
Uihurs). Human rights watch groups are balking at the lack of privacy protections or 
an independent judicial system and are speaking out against the mass collection of 
DNA. While there’s the idea that there is no issue with the government collecting your 
DNA if you have done nothing wrong, people who believe this may be placing too much 
confidence in the Communist Party and how they will use the database.  

 
 

Questions to Consider  
 
1. What laws does your member state currently have regarding privacy? 
2. What safeguards does your member state take to ensure they have privacy from 
other countries? 
3. What role should bodies like the UN play in safeguarding that each country retains 
their privacy while staying aware of possible dangers?  
4. How should the international community communicate to make advances for 
humankind? 
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5. What surveillance practices does your member state partake in?  
6. Should governments be given access to a “backdoor” or online communications for 
emergency scenarios?  
7. Should governments be able to request/ demand information from companies such 
as Amazon, Google, or Apple? How should it affect the international arena?  
8. What measures can be taken to prevent terrorist attacks and other major acts of 
violence?  
9. What can SPECPOL do for international privacy and for ensuring domestic privacy? 
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